In today’s enterprises, increasing productivity is not only a goal for production or
administration, but also for IT. While the network plays an important role in the
overall productivity of an organization, its contributions are often overlooked –
when the network is not functioning properly it directly and negatively impacts
employee productivity.
However, because disruptions of the network are unavoidable, the NetOps
team has only two choices to maximize network uptime:
•

Minimize the number and impact of network disturbances

•

Resolve the faults that occur as quickly as possible

The NetBrain automation platform was designed to shift IT operations
from reactively addressing network problems to a process where network
troubleshooting is proactively automated for the long term. In other words,
in a worst-case scenario faults are automatically detected, analyzed, and
diagnosed by NetBrain, minimizing the time it takes to understand the
issue and giving NetOps the information and tools they need to resolve
faults quickly and successfully.
With effective automation, network troubleshooting is significantly
accelerated, and productivity is improved. This means slow or nonfunctioning applications are restored, users successfully collaborate, and
networked production systems get back online faster. But how does a
company implement and sustain reliable IT automation?
The traditional network troubleshooting process is divided into three
distinct phases – Detect, Identify, and Fix. However, to go beyond simply
fixing a network disruption, it’s important to add a fourth step – Prevent –
to address recurring faults and to “do better next time.”
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PHASES OF NETWORK TROUBLESHOOTING
Phase 1: Detect
Most enterprises leverage network monitoring solutions for error
detection. Even though the Detect phase is the best understood and most
recognizable phase of troubleshooting, there is a usually a delay between the
time a fault is detected and when a human starts to work on the issue. This
delay can be costly when network services slow to a crawl or the network is
completely down.

Phase 2: Identify
Your network
documentation is
always up-to-date.
Read here how >>

Identifying the root cause of a fault is usually the longest phase in
troubleshooting. In many cases, there are few, if any, clues as to where the
fault lies. The process is further complicated by incomplete or outdated
documentation – if you don’t understand how the pieces in a network fit
together, it’s difficult to pinpoint the issue. Unfortunately, maintaining upto-date documentation is difficult because of the complexity of today’s
networks and the speed at which networks evolve.
Without a current network map, troubleshooters spend time logging into
the command-line interface (CLI) of every device in the affected segment
until they discover the source of the errors. And even then, they must use
their knowledge and experience to determine how those errors affect the
reliability of the network. This manual process makes the Identify phase
unpredictable and time-consuming, and this phase has the greatest impact
on the overall cost of network troubleshooting.

Phase 3: Fix
Although the Fix – or remediation – phase of troubleshooting can be
accomplished quickly, NetOps teams are aware of the risks inherent in any
change. Fixing one device might cause issues with other devices because of
the parameters set when designing the network.
In addition, planned changes – new devices, configuration adjustments,
etc. – also need to be considered as part of the Fix phase. Unless change
management is planned carefully, planned network updates can cause
unintended consequences. This is especially true if change management is
done manually despite the number of change management tools available
on the market.
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Phase 4: Prevention
Detect, Identify, and Fix are inarguably the foundational phases of the
traditional network troubleshooting process. By establishing standards
and systems that incorporate all three phases, enterprises have a solid
framework to handle most network issues as they arise. But what happens
after an issue is resolved? Is there room for another phase to address how to
improve the troubleshooting process over time?
In many companies, there is a postmortem after major issues have been
resolved to discuss the process used and how the issue could be better
resolved in the future. While it is extremely valuable to fully examine the
methods and actions used to resolve an issue, insights derived from the
postmortem are only valuable for future reference if the Detect, Identify, and
Fix processes are codified, saved, and shared with other team members not
involved in troubleshooting the issue.

THE ROLE OF AUTOMATION IN TROUBLESHOOTING
As a result, network automation can make a significant contribution to
shortening execution times in all four phases and providing the best possible
provision for recurring faults. And the more advanced the automation
implementation, the more efficient the entire process can be.
But what does network automation actually mean, what are we talking
about? Here‘s an overview of the various levels of automation, also
known as the maturity model.
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THE NETOPS MATURITY MODEL

Level 0: Manual and reactive
Level 0 of the NetOps Maturity Model is a total lack of automation. All
provisioning, configuration, and updating of network devices is done
manually, and often under pressure. Essentially, the NetOps team is in a
virtual state of “firefighting” problems as they arise.
In addition, reporting is limited, and network inventory data is non-existent
or outdated and reliant on manual updates. Compliance audit response
is hampered by incomplete, inconsistent, and siloed information, and
vulnerability remediation happens manually and without consideration of
SLAs.
Level 0 is primarily seen in smaller organizations with limited network needs
or resources. In our experience, most enterprises have already embraced
higher levels in the Maturity Model and moved away from completely manual
support of the network.

Level 1: Automated documentation
In Level 1, documentation of all the network devices and their interactions is
automated to some extent. In this first level of automation, IT teams know
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where in the network each device is located, as well as the state of the network
device. And when new devices are added or removed from the network, the
documentation is quickly reflected in an updated network map.

Map any network
- physical, virtual,
SDN, SD-WAN and
cloud. Read here
how >>

For IT teams at Level 1, data acquisition and documentation are automated,
providing information needed to Detect and Identify network issues. However,
subsequent troubleshooting steps – including data analysis and diagnosis – are
manual processes. The NetOps team may have some point solutions to help
them eliminate the fault, but no faults are automatically eliminated. This also
applies to network faults that occur again and again and could therefore be
remedied quite easily without manual intervention.
As networks get larger and more complex, automated documentation
becomes more important, especially as networks incorporate technologies
like SDN, SD-WAN, and public cloud. NetBrain not only provides end-to-end
visibility across hybrid networks, but also the ability to drill down into each
segment and isolate network issues on a Dynamic Map that can be updated in
real-time. This greatly accelerates problem identification and resolution.

Level 2: Automated scripting
In Level 2 of the Maturity Model, there is a shift to eliminating recurring faults
with automation. The knowledge gained from the repeated, manual elimination
of a recurring fault is collected and standardized into an Executable Runbook.
With NetBrain, the work used to identify, diagnose, and resolve issues is
collected and saved without in-depth scripting knowledge, allowing anyone
involved in troubleshooting to create and execute runbooks.
The steps needed to diagnose issues, including the use of CLI commands on
multiple devices, can be automated in a runbook and presented on a real-time
NetBrain Dynamic Map. Users no longer need to log into the CLI for every
network device in the affected segment and then try to piece together how the
devices work together in their head.
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How do executable
Runbooks work?
Read here how >>

Instead, with the click of a
button, contextual data is
automatically retrieved, and
anomalies are easily identified,
significantly reducing the
time required for diagnostics
and remediation. Automated
runbooks can also be created
for compliance purposes,
offering standardized reporting
processes that meet internal
and external audit requirements.
With NetBrain, NetOps
professionals leverage their
expertise to automatically
record standardized procedures
in a runbook as they detect,
diagnose, and fix issues. Automatically capturing this information allows
experienced engineers to codify and share their knowledge with junior staff,
effectively shifting knowledge left, from experienced users to less experienced
team members The next time the problem occurs, the runbook is executed by
responders without in-depth knowledge or training. Even complicated network
issues no longer need to be handled exclusively by experts.

Level 3: Automatically initiated troubleshooting
With NetBrain, Level 3 introduces automated troubleshooting to the mix.
NetBrain is easily integrated with SIEM (Security Information and Event
Management), monitoring, and ticketing systems. This integration allows
NetBrain to automatically capture a map of the “crime scene” at the time of the
incident while simultaneously generating basic diagnostics via runbooks.
With the information from NetBrain as part of the ticket, the fix for many
issues can be addressed automatically with runbooks developed over time
by the engineers with the most experience with that issue. By automating
the response to IT tickets to include a Dynamic Map at the time of incident
and basic diagnostics that remediate the issue, escalations are dramatically
reduced since all the info needed, including the fix, is available to tier 1
engineers.
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NetOps
Automation:
event-driven,
interactive &
proactive
Automation. Read
here how >>

NetBrain is designed to evolve and
improve over time, becoming a
partner to the support team. As
the NetOps team gains knowledge,
or new networking technologies
are introduced to the network,
troubleshooting methods change
and NetBrain captures these
changes automatically, allowing
the runbooks to grow to support
changes in the network.
Capturing the knowledge of your
best engineers also makes your
NetOps team stronger, sharing
knowledge and improving the ability
of every engineer to address a wider
range of network issues without
extensive training or knowledge of
network intent. And when people
leave the company, NetBrain retains
that knowledge and makes it easier
to empower new employees.

Level 4: Complete Automation
At Level 4, automation takes over a great deal of the human interaction
needed for network troubleshooting. At this level, when the system detects
common network faults, automation kicks in to analyze and identify, and
ultimately fix, the issue to restore network operations automatically. Human
intervention is only necessary in exceptional cases.
However, there is one important requirement for Level 4: the system must
be able to automatically identify the root cause. The use of modern machine
learning techniques is driving the evolution of identification and diagnoses
for advanced network automation, which will help reduce network downtime
due to recurring problems to a minimum.
Instead of having to deal with the same problems repeatedly, the task of
NetOps in the future will be to dig deep into the root cause of network
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problems. After all, it’s not just a matter of eliminating the errors, but of
finding the root cause to “do better next time.” Which brings us back to
phase 4 of the troubleshooting process – Prevent.
When NetOps team make good use of the postmortem process, they
improve their network automation over time. And, as recurring issues
get addressed with NetBrain automation, teams are able to codify and
standardize troubleshooting for more complex issues, creating a virtuous
cycle that increases the intelligence of the automation while accelerating the
resolution of a greater number of more complex network issues.

NETOPS AUTOMATION ENABLES ENTERPRISE AGILITY
As automation accelerates network operational efficiency and security,
NetOps staff are increasingly available for higher-value tasks, such as
deploying hybrid or public cloud networks, managing multiple sites, or
exploring and adopting new technologies. In addition, network automation
enables cross-functional visibility and fosters collaboration among different
teams.

How does NetBrain
helps NetOps
teams? Watch video
now >>

It’s clear that as enterprises advance their network automation initiatives,
they are better equipped to deal with network disruptions more effectively
and with greater speed. Advanced network automation reduces costs while
ensuring that a functioning, high-performance network is always available,
improving productivity for employees across the entire company.

08 | The Network Automation Maturity Model

netbraintech.com |

About NetBrain Technologies
NetBrain Technologies offers an adaptive automation platform that aims to
automate all NetOps workflows to reduce time and operating costs as well as to
distribute IT resources more efficiently.
With the goal of continually reducing MTTR, NetBrain supports over 2,300 of the
world‘s largest companies today. Dynamic maps and executable runbooks form the
heart of the automation platform and are the basis for any problem analysis. This
enables NetOps teams in any network - physical, virtual, SDN, SD-WAN and cloud to discover, isolate and fix problems faster and document the knowledge gained for
future incidents. NetBrain is an adaptable multi-vendor platform which, through the
integration of other network systems, offers a uniform view of all data and continuous
transparency in the complex heterogeneous network.
Further information can be found at https://www.netbraintech.com/. NetBrain® and the
NetBrain logo are registered trademarks of NetBrain Technologies.
Would you like to learn more about how you can use NetBrain to automate your
NetOps processes? Book a Meeting with one of our solutions consultants for a
custom-tailored demo. erkautomatisierung im Unternehmen ist, desto kürzer und
effizienter ist der Umgang mit jeder einzelnen Phase einer Netzwerkstörung. Das
reduziert die Kosten dieser Störung und stellt gleichzeitig sicher, dass den Mitarbeitern ein
funktionierendes, performantes Netzwerk zur Verfügung steht. NetBrain kann dazu einen
entscheidenden Beitrag leisten.
Or use this QR code to book the meeting.

NetBrain Technologies, Inc.
15 Network Drive,
Burlington, 01803

+1 (800) 605-7964
info@netbraintech.com
www.netbraintech.com

